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ABSTRACT

As the utilize of personal health records increases in recent years, research on cryptographic protocol for protecting
personal information of personal health records has been actively conducted. Currently, personal health records are commonly
encrypted and outsourced to the cloud. However, this method is limited in verifying the integrity of personal health records,
and there is a problem with poor data availability because it is essential to use it in decryption. To solve this problem, this
paper proposes a verifiable cloud-based personal health record management scheme using Redactable signature scheme and
zero-knowledge proof. Verifiable cloud-based personal health record management scheme can be used to verify the integrity
of the original document while preserving privacy by deleting sensitive information by using Redactable signature scheme,
and to verify that the redacted document has not been deleted or modified except for the deleted part of the original
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document by using the zero-knowledge proof. In addition, it is designed to increase the availability of data than the

existing management schemes by designing to recover deleted parts only when necessary through the Redact Recovery

Authority. And we propose a verifiable cloud-based personal health record management model using the proposed scheme,

and analysed its efficiency by implementing the proposed scheme.

Keywords: Verifiable Computation, zk-SNARK, Redactable Signature, Cloud-based Personal Health Record
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Fig. 5. Verifiable Cloud-based Personal Health
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Table 2. Verifiable Document Redacting with Recovery Functionality performance

Message Constraints EK size VK size Proving time Verifying time
m=128 bit 383 106.4 KB 0.15 KB 0.015 sec 0.01 sec
m=256 bit 511 163.1 KB 0.15 KB 0.024 sec 0.01 sec
m=512 bit 767 276.7 KB 0.15 KB 0.043 sec 0.01 sec
m=1024 bit 1279 503.7 KB 0.15 KB 0.076 sec 0.01 sec
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